December 27, 2010 Town of Rhinebeck Town Board Meeting Minutes

Supervisor Tra’udtppenéd this meeting at 6:45 with Council members Bruce
V\{ashbum and Dan Staley present. -Joe Gelb, Gina Fox and Counsel Pamela
Richardson were absent. -~ o e SO

BUSINESS BEFORE THE BOARD

4. Bruce motioned and Dan seconded to adopt Tech Committee Electronic
Usage Policy. Dave Klipon, Tech Committee chairman explained this is the
first step in setting up e-government emails and securing our informational
system. R R =

PURPOSE

&) Providean apprjopriafcé and ethical working environment
" b) Ensur‘e’the secﬁrity of the Town of Rhinebeckinfdrniatidn and related systems
c) Respéct-inteﬂéotuai pfkok];’)ekrty and oWnershipro'fv déta
d) Mainf;ain chers’ fighté to privéby - o
e) Ensuré appropriéte use éf Tov}ﬁ Systefﬁé and Electronic Coinmuniéations y

f) Facilitate compliance with the New York k‘State’s Freedom Of Information
* Law while making it simpler and easier for people to obtain Town of

Rhinebeck information in a timely manner -

DEFINITIONS

Electronic Communication: Any form of alphanumeric electronic communication
including but not limited to e-mails; text messages; and computer files of any kind.

Representative: Any elected official of the Town of Rhinebeck; any appointee of the
Town of Rhinebeck; and/or any employee of the Town of Rhinebeck.

Town Business} Any and all matters that in any way involve the Town of Rhinebeck or
could reasonably be expected to involve the Town of Rhinebeck.

Town System: Any computer system owned or leased by the Town of Rhinebeck;

computing service operated for the Town of Rhinebeck; and/or electronic communication
service operated for the Town of Rhinebeck. - ,



KEY ASSUMPTIONS

1) The Town of Rhinebeck shall keep an archive of all Electronic Commumoatmns L
sent and recewed on Town Systems regardless of Whether/when the user deletes it

2) Every Representatwe has their own userld(s) and password(s) on Town Systems ~

for Electronic Communications -

3) Every Representative has webmail type access to Town Systems

POLICY

The T own of Rhinebeck considers any violations of this pohey to be a serious offense.

The Town of Rhinebeck reserves the right to retain, monitor, copy, and examine any and
all Eléctronic Communications regarding or referring to Town Busmess that is sent by or
in any way received by a Town Representative. -

The Town of Rhinebeck reserves the right to retain, monitor, copy, and examine any and
all other information on Town Systems.

Representatives shall be responsible for their own conduct and shall have no expectation
of privacy when using Town Systems or in any Electronic Communications regarding or

referring to Town Busmess spemﬁcally

1) Each Representatlve shall s1gn and submlt this agreement to the Town of
Rhmebeck Wlthm thirty (30) calendar days of their becoming a Representative

2) In using Town: Systems eaoh Representatwes shaH

a.

Use sazd systems only for authorlzed purposes followmg estabhshed
procedures

Be responsible for all activities on their assigned aceount(s)

~ Only access files and data that are their own, which are publicly available,

or to which they have been given authorized access
Use only legal versions of cepyrighted software

Maintain the privacy and security of their own password(s)



w

3) Representatives shall not:

a. Reveal then* password(s) for Town Systems to anyone else Wlthout their

supervisor’s explicit consent

b. Use another Representative’s password on Town Systems without that

Representative’s explicit consent

c. Use an account on ,Tewn‘Systeme assigned to another Representative
without that Represen’cative’s explicit consent

d. Use another Representatlve s files, system or data on Town Systems
' Without that Representatwe s exp11c1t consent

e. Use computer programs to decode passwords or to access control
information

.- Place a code-protected or hidden file on any Town System -

g. Attempt to circumvent or subvert system security measures

Attempt to circumvent, alter or bypass any Internet filtering system

Engage in any activity that might be harmful to the Town of Rhinebeck or

any information stored on Town Systems, such as creating viruses, -

damaging files, or disrupting service

i. Vandalize hardware or software components

Download, make copies of, or use copy*r;i'ghted1 documents, software,
music, images, or videos without the express written license of the
copyrighted:material’s owner e :

Store copyrigh‘[ed1 documents, software, music, images, or videos on

- Town Systems without the express written license of the copyrxghted
ma’cerlal’s owner ~ , ,

. Send or access Electronic Communications containing copyrig,hted1

documents, software, music, images, or videos via Town Systems without
the express written license of the copyrlghted material’s owner

Create or distribute material eontammg Vulgar threatenmg, obscene, or
disrespectful language ,.

[ S——



£

0. ACCess, create, or AISUIDUIE NArassing, POrnograpnic, obscene, racist,
sexuaﬂy expholt or threa‘temng matenal 1magery or language

p. Use Town Systems for personal entertamment or game playmg

q. Use Town Systems to discuss or promote an event that a reasonable

~person could misinterpret to be an event that is sponsored by the Town or
in some way sanctioned by the Town when it is not (e.g. where someone
reserves Town Hall and conducts their own event) with anyone except
other Representatives or Independent Contractors working for the town. If
the Representative chooses to promote or in any way discuss such an event
by Electronic Communications using other systems, they shall e-mail an
electronic copy of each such Electronic Communication to their own
e-mail account on Town Systems within two (2) calendar days of when
they first accessed the Electronic Communication or sent it. Said
electronic copy shall be in the original form and full entirety.

4) Representatives shall use only Town Systems for accessing or sending any
Electronic Communications related to Town Business.

Any Representative accessing or sending an Electronic Communication related to
Town Business via any other means shall e-mail an electronic copy of each such
Electronic Communication to their own e-mail account on Town Systems within
two (2) calendar days of when they first accessed or sent it. Said electronic copy
shall be in the original form and full entirety. ‘

- All Representaﬂves composing on a computer faxmg, or printing and d1str1but1ng
“any material possibly relating to Town Business shall e-mail an electronic copy of
each such Electronic Communication to their own e-mail account on Town
Systems within two (2) calendar days of when they first faxed or distributed it.
Said electronic copy shall be in the original form and full entirety.

All Electronic Communication by a Representative regarding an event that a
reasonable person could misinterpret to be a Town sponsored event or an event
that is in some way sanctioned by the Town when it is not (e.g. where someone

! Representatives should consider 1) that all documents, software, music, and videos not produced directly
by a Representative is copyrighted material and ii) that any use of this material may obligate the user at
their own expense and/orthe Town of Rhinebeck to purchase an expensive hcense and/or make substantial
royalty payments



reserves a Town facility and conducts their own event) is considered Town
Business. All Representatives shall use Town Systems for all Electronic
Communications discussing or promoting such an event with other
Representatives and independent contractors working for the Town of Rhinebeck.
Representatives shall not use Town Systems for Electronic Communications
discussing or promoting such an event with anyone else. If a Representative
chooses to promote or in any way discuss such an event by Electronic
Communications using other systems, they shall e-mail an electronic copy of each
such Electronic Communication to their own e-mail account on Town Systems
within two (2) calendar days of when each such Electronic Communication is first
accessed or sent. Said electronic copy shall be in the original form and full
entirety. :

All Electronic Communications by a Representative regarding a proposed law, a
proposed resolution, or a proposed action by the Town Board is considered Town
Business. A Representative shall not include any statements of fact (e.g. Whereas
clauses) in any such proposed law, resolution, or other action material distributed
- to the public before the Town Board takes a formal position on the proposed law,
_ resolution, or other action because a proposed Whereas clause may look like a
formal Town posmon and be easily mistaken as a fact when in reality it is simply
- one person’s opinion until the Town Board approves it.

5) All system logs and similar mechanisms of Town Systems are considered Town
Business. System logs typically include the date and time that each |
Representative logged in, retrieved or sent e-mail, created or modified or erased
each electronic file, the date and time each representative logged out or similarly
ended their session, and other tracking information related to a Representative’s
use of Town Systems.

In response to any valid request for such information under the Freedom of
" Information Law, the Town shall provide all information in system logs and
smﬂar mechamsms descmbmg

a.  All dates and times that any Representatlves 1ogged in to or otherwise
: aocessed a Town Systern

b. AH dates and times that any Representatwes retrieved or sent Electromc
Communications. . . - _

c. All dates and times that any Representatlves created or modiﬁed or erased

each electronic ﬁle

d. All IP addresses, MAC addresses, and date/time mforfriation for eny and
~oall machines 1ogging, into or'otherwiseaccessing a Town System.

- e. All dates and times that any Representatlves logged out or snnﬂarly ended
their use of a Town System L

1 have read the Town of Rhmebeck’s Electromc Sys‘tems Acceptable Use Pohcy above

and hereby agree to fully comply. . . ,
Name - , , Signature - Date Signed

Motion carried 3-0
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